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Ref 

# 


Hits 


Search Query 


DBS 


Default 
Operator 


Plurals 


Time Stamp 


L1 


3849 


(ic (integrat$3 nearS 
circuit$1) processor 
$1 cpu 

microprocessor$1 
controller$1) with 
(each different$3 
separat$3 another$1 
other$1 many) with 
((secret$2 near3 
information$1) (secret 
$2 near3 data$1 ) key 
$1 password$1 
encrypt$4 cipher$9 
crypto$9) 


USPAT; 
1 BIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L2 


343410 


(location$1 area$1 
address$3 module$1 
pin$1 slot$1) near6 
(memor$3 storage$1 
rem ram eeprom 
eprom) 


USPAT; 
1 BIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 




69620 


(ic (integrat$3 nearS 
circuit$1)) with 
(processor$1 cpu 
microprocessor$1 
controller$1) 


USPAT; 
1 BIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L4 


12507 


L2 with ((secret $2 
nearS information$1) 
(secret$2 nearS data 
$1) key$1 password 
$1 encrypt$4 cipher 
$9 crypto$9) 


USPAT; 
1 BI\/I_TDB 


OR 


OFF 


2009/04/02 
15:50 


L5 


1540 


L4 and L3 


USPAT; 
1 BIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L6 


381 


L5 and (process$2 
near4 (same$1 
identical$2 mirror$1)) 


USPAT; 
IBIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L7 


67 


L6 and LI 


USPAT; 
IBIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 
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L8 


40133 


(icchip$1 (integrat$3 
near3 circuit$1)) 
near6 ((secret$2 
near3 information$1) 
(secret$2 near3 data 
$1 ) kGy$1 password 
$1 encrypt$4 cipher 
$9 crypto$9 pin code 
$1) 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L9 


62815 


L3 and process$2 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L10 


14062 


((713/152) or 
(713/189) or 
(713/190) or 
(713/192) or 
(713/193) or 
(713/375) or 
(713/400) or 
(726/34) or (711/1) 
or (711/5) or 
(711/100) or 
(711/101-105) or 
(711/111) or 
(711/147) or 
(711/148) or 
(711/150) or 
(711/152) or 
(71/209) or 
\oo\ji ) or 
(380/228) or 
(380/240) or 
(380/255)). OCLS. 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L11 


1938 


L10 and L9 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L12 


510 


L1 1 and L8 


USPAT; 
1 BIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L13 


22442 


(iccliip$1 (integrat$3 
near3 circuit$1)) 
near8 (location$1 
area$1 address$3 
module$1 pin$1 slot ; 
$1 ) near4 (memor$3 
storage$1 rom ram 
eeprom eprom) 


USPAT; 
IBM_TDB 


OR 


OFF 


2009/04/02 
15:50 
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L14 


33 


LI 3 with ((secret$2 
near3 information$1) 
(secret$2 near3 data 
$1) key$1 password 
$1 encrypt$4 cipher 
$9 crypto$9) with 
(each different$3 
separat$3 another$1 
other$1 many) 


USPAT; 
1 BMTDB 


OR 


OFF 


2009/04/02 
15:50 


L15 


8 


LI 2 and LI 4 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L16 


150 


L13 with ((secret$2 
near3 information$1) 
(secret$2 near3 data 
$1) key$1 password 
$1 encrypt$4 cipher 
$9 crypt o$9 pin code 
$1) with (each 
different$3 separat$3 ; 
another$1 other$1 
many) 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L17 


46 


L9andL16 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L18 


46 


(ic (integrat$3 nearS ; 
circuit$1)) and L17 


USPAT; 
IBM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L19 


24 


L18 and ((secret$2 
near3 information$1) 
(secret$2 nearS data 
$1) key$1 password 
$1 encrypt$4 cipher 
$9 crypt o$9) 


USPAT; 
IBM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L20 


1473 


L4 and L9 


USPAT; 
IBM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L21 


51888 


L2 with ((secret$2 
near3 information$1) 
(secret$2 near3 data 
$1) key$1 password 
$1 encrypt$4 cipher 
$9 crypt o$9 pin code 
$1) 


USPAT; 
IBM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L22 


5712 


L9 and L13 


USPAT; 
IBIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L23 


2125 


L8 and L22 


USPAT; 
IBM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L24 


203 


LI 2 and L13 


USPAT; 
IBM_TDB 


OR 


OFF 


2009764/02 
15:50 
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L25 


25 


L24 and ((tamper$3 
obscur$4 fault$1 
fraud$7 unsafe 
malicious$2 insecur 
$4 secur$6 unsecur 
$6) nearS (detect$4 
monitor$3 scan$4)) 


USPAT; 
1 BMTDB 


OR 


OFF 


2009/04/02 
15:50 


L26 


3708 


(tamper$3 obscur$4 
fault$1 fraud$7 
unsafe malicious$2 
insecur$4 secur$6 
unsecur$6) nearS 
(detect$4 monitor$3 
scan$4) nearS 
(memor$4 rom ram 
eeprom eprom 
storage$1 ) 


USPAT; 
1 BI\/I_TDB 


OR 


OFF 


2009/04/02 
15:50 


L27 


12 


L24 and L26 


USPAT; 
1 BIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L28 


386 


(icchip$1 (integrat$3 
near3 circuit$1)) with 
(tamper detect$4 
obscur$9 intrusi$4 
intrud$4) near4 
(memor$3 storage$1 
rom ram eeprom 
eprom nonvolatile$1 
non-volatile$1) with 
(process$3 
microprocess$3 
micro-processor$1 
cpu) 


USPAT; 
1 BIVLJDB 


OR 


OFF 


2009/04/02 
15:50 


L29 


187378 


(process$2 execut$4 
run$4 code$1 instruc 
$4) near7 (same$1 
identical$2 mirror$1) 
near6 (soft war e$1 
program$3 process 
$2) 


USPAT; 
IBIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L30 


142907 


(process$2 execut$4 
run$4 code$1 instruc 
$4) near4 (same$1 
identical$2 mirror$1) 
near4 (software$1 
program$3 process 
$2) 


USPAT; 
IBIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L31 


112 


L28 and L30 


USPAT; 
IBI\/I_TDB 


OR 


OFF 


2009/04/02 
15:50 
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L32 


13256 |L2 with ((secret$2 

|near3 information$1) 
Ksecret$2 near2 data 

(secur$7 near2 
|data$1) (secur$7 
mear2 information$1) 
i(secret$2 near2 
^content$1) (secur$7 
|near2 content$1 ) key 

S'tl nacc\A/nrrl^1 
^Cp 1 pctooWUI UCp 1 

|encrypt$4 cipher$9 
brypto$9 (secret$2 
|near2 (pin code$1))) 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L33 


468 |L13 witli ((secret$2 
|near3 information$1) 
i(secret$2 near2 data 

(secur$7 near2 
|data$1) (secur$7 
|near2 information$1) 
|(secret$2 near2 
|content$1) (secur$7 
inear2 content$1) key 
j$1 password$1 
iencrypt$4 cipher$9 
|crypto$9 (secret$2 
mear2 (pin code$1))) 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L34 


2 |L31 and L33 


USPAT; 
1 BIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 


L35 


113 Kicchip$1 (integrat$3 
jnearS circuit$1)) with 
|(tamper detect$4 
|obscur$9 intrusi$4 
pntrud$4) near4 
Kmemor$3 storage$1 ; 
jrom ram eeprom 
jeprom nonvolatile$1 
mon-volatile$1) with 
|((secret$2 nearS 
|information$1) (secret 
|$2 near2 data$1 ) 
|(secur$7 near2 data 
|$1) (secur$7 near2 
|information$1) (secret 
|$2 near2 content$1 ) 
i(secur$7 near2 
|content$1 ) key$1 
sp3.ssworcl$1 Gncrypt 
|$4 cipher$9 crypto$9 
Ksecret$2 near2 (pin 
bode$1))) 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L36 


66 |L31 and L35 


USPAT; 
IBIVI_TDB 


OR 


OFF 


2009/04/02 
15:50 
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L37 


4202 


(tamper$3 obscur$4 
fault$1 fraud$7 
unsafe malicious$2 
insecur$4 secur$6 
unsecur$6) nearS 
(detect$4 monitor$3 
scan$4) DGarS 
(memor$4 rom ram 
eeprom eprom 
storage$1 ) 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L38 


66 


L36 and L37 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L39 


66 


L38 and tamper$4 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L40 


329 


Simon nearS 
walmsley 


USPAT; 
1 BM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L41 


96 


L40 and L3 


USPAT; 
IBM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L42 


11 


L41 and L37 


USPAT; 
IBM_TDB 


OR 


OFF 


2009/04/02 
15:50 


L43 


2 


(integrate$1 and 
circLiit$1 and tamper 
and line and memory 
and processor$1 and 
chip$1).clm. 


US-PGPUB 


OR 


ON 


2009/04/02 


L44 


1 


(integrate$1 and 
circuit$1 and location 
$1 and non-volatile 
and plurality and 
secret$1 and memory 
and processor$1 and 
cliip$1).clm. 


US-PGPUB 


OR 


ON 


2009/04/02 
15:50 


L45 


174 


tamper$3 nearS 
detect$4 near3 line$1 


US-PGPUB 


OR 


ON 


2009/04/02 
15:50 


L46 


156 


L45 and (ic (integrate 
$1 near3 circuit$1)) 


US-PGPUB 


OR 


ON 


2009/04/02 
15:50 


L47 


144 


(tamper$3 nearS 
detect$4 nearS line 
$1 ) n63.r8 (rn©rnory 
$1 nonvolatile$1 non- 
volatile$1 rom ram 
eeprom eprom) 


US-PGPUB 


OR 


ON 


2009/04/02 
15:50 


L48 


423 


(tamper$3 nearS 
detect$4) nearS 
(memory$1 
nonvolatile$1 non- 
volatile$1 rom ram 
eeprom eprom) 


US-PGPUB 


OR 


ON 


2009/04/02 
15:50 
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L49 


268 


L48 and (ic (integrate 
$1 near3 circuit$1)) 


US-PGPUB 


OR 


ON 


2009/04/02 
15:50 


L50 


124 


L49 not L47 


US-PGPUB 


OR 


ON 


2009/04/02 
15:50 


LSI 


195 


tamper$3 near5 
detect$4 nearS line$1 


USPAT; 
USOCR; EPO; 
1 BM_TDB 


OR 


ON 


2009/04/02 
15:50 


L52 


124 


(tamper$3 near5 
detect$4 near3 line 
$1) near8 (memory 
$1 nonvolatile$1 non- 
volatile$1 rom ram 
eeprom eprom) 


USPAT; 
USOCR; EPO; 
1 BM_TDB 


OR 


ON 


2009/04/02 
15:50 


L53 


329 


(tamper$3 near5 
detect$4) near8 
(memory$1 
nonvolatile$1 non- 
volatile$1 rom ram 
eeprom eprom) 


USPAT; EPO; ; 
IBM_TDB 


OR 


ON 


2009/04/02 
15:50 


L54 


325 


L53 and (ic (integrate 

Cp 1 lltidlO OIlC/UllCp 1 ^ 

cpu microprocessor 
$1 processor$1 chip 
$1 circuit$1) 


USPAT; EPO; 
1 BM_TDB 


OR 


ON 


2009/04/02 


L55 


124 


L52 and (ic (integrate 
$1 near3 circuit$1 ) 
cpu microprocessor 
$1 processor$1 chip 
$1 circuit$1) 


USPAT; EPO; 
1 BM_TDB 


OR 


ON 


2009/04/02 


L56 


325 


L54 not L47 


USPAT; EPO; 
1 BIVI_TDB 


OR 


ON 


2009/04/02 
15:50 


L57 


148 


L56 and (obscur$4 
obfuscat$4) 


USPAT; EPO; 
1 BIVI_TDB 


OR 


ON 


2009/04/02 
15:50 


L58 


362 


(obscur$4 obfuscat 
$4) near8 (memory 
$1 nonvolatile$1 non- 
volatile$1 rom ram 
eeprom eprom) 


USPAT; EPO; ; 

1 RM TRR 
1 DIvl 1 LfD 


OR 


ON 


2009/04/02 


L59 


2 


L56 and L58 


USPAT; EPO; ; 
IBM_TDB 


OR 


ON 


2009/04/02 
15:50 


L60 


0 


((tamper$3 intrus$4 
intrud$3) near5 detect 
$4 near3 (circuit$3line 
$1)) near8 (memory 
$1 nonvolatile$1 non- 
volatile$1 rom ram 
eeprom eprom) 


USPAT; 

USOCR; EPO; : 
IBIVI TDB 


OR 


ON 


2009/04/02 
15:50 
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L61 


182 


((tamper$3 intrus$4 
intrud$3) nearS detect 
$4 near3 (circuit$3 
line$1)) near8 
(rTierTiory$1 
nonvolatile$1 non- 
volatile$1 rom ram 
eeprom eprom) 


USPAT; 
USOCR; EPO; 
1 BI\/I_TDB 


OR 


ON 


2009/04/02 
15:50 


L62 


181 


L61 not L47 


USPAT; EPO; 
1 BIV1_TDB 


OR 


ON 


2009/04/02 
15:50 






(obscur$4 obfuscat 
$4) nearS (operation 
$1 attempt$4 access 
$3) 


1 IQPAT- PPCt- 

1 BIVI_TDB 






onnQ/n/i/no 
15:51 






(obscur$4 obfuscat 
$4) nearS (operation 
$1 attempt$4 access 
$3) 


1 ICDAT- EDO- 

1 BIVI_TDB 






onno/n/i/no 

15:51 


: L65 


1 


L62 and L64 


USPAT; EPO; 
IBIVI_TDB 


OR 


ON 


2009/04/02 
15:51 


L66 


59944 


(decrypt$9 deciplier 
$9 decod$3 obfuscat 
$3 obscur$9) near6 
(operation$1 attempt ; 
$4 access$3) 


USPAT; EPO; ; 
1 BM_TDB 


OR 


ON 


2009/04/02 


: LB7 


119 


L62 and L66 


USPAT; EPO; ■ 
IBIVI_TDB 


OR 


ON 


2009/04/02 
15:51 


: 168 


107 


L67 and (ic (integrate 
$1 near3 circuit$1)) 


USPAT; Er5; 

1 BM_TDB 


OR 


ON 


2009/04/02 
15:51 


L69 


99 


L68 and (flash near3 
(storage$1 memory 
$1)) 


USPAT; EPO; 
IBM_TDB 


OR 


ON 


2009/04/02 
16:08 






(flashi near3 (storage 
$1 memory$1)) 
nearS (ic (integrate$1 
near3 circuit$1)) 


UorA 1 , tr\J, 
IBM_TDB 






dWt)/ U4/ 
16:45 


L72 


4 


L69 and 70 


USPAT; EPO; 
IBI\/I_TDB 


OR 


ON 


2009/04/02 
16:45 


L73 


130 


(flash near3 (storage 
$1 memory$1)) 
near4 ((different$2 
various) near4 
( local ion$1 area$1)) 


USPAT; EPO; 
1 BI\/I_TDB 


OR 


ON 


2009/04/02 


L74 


130 


73 not 72 


USPAT; EPO; 
IBIVI_TDB 


OR 


ON 


2009/04/02 
16:48 


L75 


18 


73 and 70 


USPAT; EPO; 
IBM_TDB 


OR 


ON 


2009/04/02 
17:05 
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